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How to Manage User Accounts (QRG)

This Quick Reference Guide covers the following topics:
1 Search for a user accounts within your organisation
2 Create a user account
3 Update a user account
4 Delete a user account

The type of user account/user role depends on your responsibility within an organisation.
The Organisation Super User (OSU) has the ability to create user accounts for members of
their organisation. There are three user roles that the OSU can set up:

e Organisation Super User (OSU) — with full access to manage the organisation’s
profile and full access to ISA functionality

e Active User (AU) — with full access to ISA functionality but without access to amend
the organisation’s profile or create user accounts

e View Only User (VOU) — with access to only view ISAs, the user cannot make any
changes to ISAs or the organization profile

The Organisation Super User (OSU) and “

Active Users (AU) can initiate the request to T Acf::tt:tfj:ds
join an Information Sharing Agreement. View Momoce foleinpee
Only Users (VOU) within an organisation | 1

cannot request to join or create any ISA.

Once you are logged in to the DCC portal, the

user name and user role will be displayed at Creates Ulseflacwu"ts
the top-right of your screen in the blue
banner. . :

Data Controller Console m

Beta 1.010 London Region
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Search for and view User Accounts within your organisation

Dashboard SA - Registry 1SA - Management DR Dala Sharing Activity Organisation Profi User Preferences Reparts

Organisation Profile

Details.
Crganisation Profile Details
Organisation Name DROP1 TEST ORG2 Organisation Region ‘South West London " Posicode 512 2T
Organisation Tyse  Pubi Heaith England . Provide direct care? ves
1CO Registration Number ZT289476 0DS Code
1€O Detalts 0 1 Toaki found for this 00S.
Name: Test-Drect Limited
Expiry: 7-0ct-2017

Improvement Plan in Place

1. Click on ‘Organisation Profile’ tab from the navigation bar. The organisation profile screen is
displayed

+ Add New Contact
Name Roles Functions Email Phone Mabile Create a logn?

Cakdicolt Guardian, Data
Tony Harvey Protection Officer, I1G Freedom of Information tony harvey2@nns. net 0920145245245 1353635757 # [Organisation User] #Em | x Dete

Manager/Lead, Privacy Officer

Cakdicoll Guardian, IG

Ambica ikkurti ManageriLead None selecied ambica ikkurti@nhs net 01753477800 07525657891 + |Organisabion User]

Geroge Sith Cner () Incident Management george SMIth22@nns net 0967654321 0123456769

Generic DFO Detall

2. Scroll down to the 'Organisation Contacts' section. All the organisation’s contacts are listed

Note: Contacts with user accounts have a checkbox ticked adjacent to their name in the column titled
‘Create a login?'

3. Toview a contact's user permissions (for a contact with the 'Create a login' checkbox ticked),
click on the Edit ( # Edit ) button adjacent to the contact's name

Contact x
First Name W
User Account Options
Last Name There are 3 levels of access available - please choose one:

© Organisation User (Full access to your organisation)

Roles () Active User (ISA regisiry and management)
@ Read only user
Role Other
Email
Phone
Mobile

@ Login account required

4. The ‘Contact’ screen is displayed, and the contact's details are displayed with the 'User
Account Options' on the right of the screen

5. At the bottom-right of the screen, click Cancel ( ® Cancel ) button to close. The screen

closes and the 'Organisation Profile' screen is displayed
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Healthy London
Partnership

Create a User Account

Organisation Profile b
Details
L
(Organisation Name DROP1 TEST ORG2 Organisation Region
Organisation Type  Pubkc Hoalth England Provide direct care?
1CO Registration Number ZT20947T6 0DS Code
1c0 Detats
Mame: Test-Drect Limited
Expiry: 27-0ck2017

Improvement Plan in Place

‘South West London Postcade 512 2T

Yes

Mo 1 Toalkit found for this ODS.

Click on 'Organisation Profile’ tab from the top menu. The 'Organisation Profile' screen is

displayed with your organisation details populated based on the ICO and ODS code details.

The organisation details are displayed

+ Add New Contact

Hame Roes Functions Email Phone Mabile
Caldicott Guardian, Data

Tony Harvey Protection Officer, IG Freedom of Informaticn tony harvey2@nns.net 0020145245245 1353635757
Manager/Lead, Privacy Officer

Idicoft Guardian, |

AMDICA KU Co iy None selected AMDICA KKUMIE@NNS. net 01753477800 07525657881
Manageriead

Geroge Sith Other () Incident Management george smith22@nhs net 0987654321 0123456789

Generic DPO Detail

3. To add a new contact, under 'Organisation Contacts' section, cli
+ Add New Contact ) button.

Scroll down to 'Organisation Contacts' section. Organisation contact(s) details are displayed

Create alogin?

# [Organisation User] #Edl | x Delete

# [Organisation User] #Eal || X Delete

#Edil % Delete

ck on the Add New Contact (

@

Last Nams:

RO | Canticot Guarian x | | Data Protection OMicer | IG Managenead x | Privacy Oficer x

Fole Other

Funcnons.

mapas

Moty for Updates.

A ‘Contact’ window is displayed. Populate the fields accordingly

the checkbox labelled 'Login account required'. A 'User Account
the right of the screen

© Cancel

To enable the contact to have a user account and login to the Data Controller Console, select

Options' pane is displayed to
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User Account Options

There are 3 levels of access available - please choose one:
() Organisation User (Full access to your organisation)

() Active User (ISA registry and management)

@ Read only user

6. Use the options to grant user log-in permissions accordingly for the user:
(a) Select ‘Organisation User’ to give the user full access to the organisation including the
ability to create other contacts for the organisation

(b) Select ‘Active User’ to give the user partial access to the organisation. This user has the
access to create an ISA and manage existing ISA’s, however, they cannot create contacts
or amend the organisation’s profile

(c) Select ‘Read-only’ to allow the user to only view the information the organisation is
associated with

7. Click the Update (" E:LEIEN ) button. The 'Contact' screen closes and the ‘Organisation’

screen is displayed

8. Click Save and stay () button at the bottom right of the page. The updated
details are saved and the list of organisations are displayed

9. If the user account already exists in DCC, then the user will receive a notification email that
s/he has been added as a user to the organisation

You have been added as a user to an additional organisation [Main Org 1] on the Data
Controller Console. Please follow this link to login.

Regards
Data Controller Administrator

NHS (London Region)

NHS|

10. If the user account doesn’t exist in the DCC, the new contact will receive a notification email
that a user account has been created for them. The new user will receive a username and a
temporary password which they must change when they first login
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A new user account has been created for you on the Data Controller Console.

Please follow this link to login.
You can login using the following details:

Username: peiy®  “»ohgrw i =
Password: ABCD1234

You will be asked to change this password when you first login.
Regards
Data Controller Administrator

NHS (London Region)

NHS

Update a User Account

Dashboard ISA - Registry 1SA - Management oPC Data Sharing Activity Organisation Profile User Preferences Reports

Organisation Profile

Details

Organisation Profile Details.

OrganisationName  DROP1 TEST ORG2 Organisation Region  Seuth West London . Postcode 512 2T
OrganisationType  Pubic Healh England . Provide direct care?  Yes
ICO Regisiration Number 27209476 0D Cose
1CO Details Ho 10 Toalk found for s ODS
Name: Test-Drect Limited
Expiry: 270642017

Improvement Plan in Place

1. Click on ‘Organisation Profile’ tab from the navigation bar. The 'Organisation Profile' screen
is displayed with the Organisation Profile Details populated based on the ICO and ODS code
details

2. Scroll down to 'Organisation Contacts' section. Organisation contact(s) details are displayed

3. To edit a contact, under 'Organisation Contacts', click on th Edit ( # Edit ) button adjacent
to the contact.

Dashboard 1SA - Registry 154 - Management DPC Data Sharing Activity Organisation Profiie User Preferences Reparts

ISA - Registry > Edit Details

Hosted contacts.

Pleass nsure 1o press [Save] 1o commit any changes you have made.

+ Add new record  + Add from Organisation Contacts

Name Roles Functions Email Nm(k
George Smith oter () Cofmection of Amenaments Gearge Smth@Demo com Edil | X Delele

Caldicott Guardian, Data Protection Officer, IG

Tony Harve, Responsible for ISA tony Narve NS net # Eait X Delete
58T Manager/Lead, Privacy Officer = -nanvey2g
tner partes invoived
+ Add e recor
Name Type
emEe=

e Edit ( # Edit ) button adjacent to the contact.
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Contact A) x

First Name: Tony

User Account Options
Last Name Harvey There are 3 levels of access available - please choose one:
@ Organisation User (Full access to your organisation)

Roles Caldicott Guardian x | | Data Protection Officar x | | IG Manager/Lead x ) Active User (ISA registry and management)

Privacy Officer x ) Read only user /

Freedom of Information x

Role Other

Functions

Email tony harvey2@nhs. net
Phone 0920145245245

Mobile 1353635757

@ Login accoumtremomet

4. A Contact window is displayed with contact details populated in the field. Amend the fields
on the left as desired

5. To amend the user roles details, on the right-side of the 'Contact' screen under 'User
Account Options' to grant the user permissions accordingly

(a) For 'Read-only' access, uncheck all the checkboxes

(b) For 'Active user' access, only uncheck the 'Organisation profile' checkbox and leave the
other two boxes checked

(c) For 'Organisation Super User', check all three boxes

6. Click the Update ( [#UGEIEN ) button. The 'Contact' screen closes and the ‘Organisation’

screen is displayed

7. Click Save and stay (| =-'=-:}l5=171) or the Save and return to dashboard

(| el R =R LELRE ) bytton on the bottom-right of the page. The updated

details are saved and the Organisation profile is displayed. The new contact will receive a
notification email of the changes made

Remove a User Account

Dashboard 54 - Registry 154 - Management DPFC Dats Flow Activity Orpganisation Profile User Freferences Reports

Organisation Profile
Details

Organisation Profile Details.
Organlsation Name Organisztion Region North West Londan W Postcode | SS16LH
Organiaation Typs v Provids dirsct cars? Yox
1CO Regletration Numbsr 0Ds Cads EB407T

Unknaawn 100 Registation Number 1G Toolkit Datsils
Nama: The Shelden Practics (EB4.
Veraion: 3
Dats: 26 Mar 2016
Rating: Salisfactzey

1CO Expiry Dats § = Improvament Fian in Place

1. Click on ‘Organisation Profile’ from the navigation bar. The 'Organisation Profile' screen is
displayed with the organisation details populated based on the ICO and ODS code details.
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Partnership

Healthy London

2. Scroll down to 'Organisation Contacts' section. Organisation contact(s) details are displayed

Organisation Contacts
+ Add New Contact

Name

Tony Harvey

Ambica ikkurti

Geroge Sith

Generic DPO Detail

Roles

Caldicott Guardian, Data
Protection Officer, IG
ManageriLead, Privacy Officer
Caldicott Guardian, IG
ManagerLead

Other ()

Functions

Freedom of Informaticn

Nane selecled

Incident Management

Email

tony harvey2@nns.net

ambica ikkurti@nhs.net

george smithzz@nhs net

Frone Mobie Create a login?

0920145245245 1353635757 # [Organisation User]

01753477800 07525657891 # [Organisation User]

0987654321 0123456789

QL

#Edit  x Delete

#Edl | x Delele

#Edit  x Delete

3. To delete a contact, under 'Organisation Contacts', click on the Delete ( * Delete ) button

adjacent to the contact

4. A prompt is displayed 'Are you sure you want to remove this contact?"

\we you sure you want to remove this contact?

Doing so will remove access to this organisation for this user.

5. Click OK. The contact is removed

( 5 )
DK | | Cancel

6. Click Save and stay (| ===l ==/11) or the Save and return to dashboard

(B ===l ikl =glia=1i i) button on the bottom-right of the page. The updated

details are saved and the Organisation profile is displayed
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